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ABSTRACT

Deep learning technology is used in various fields such as self-driving cars, image creation, and virtual voice
implementation, and deep learning accelerators have been developed for high-speed operation in hardware devices. However,
several side channel attacks that recover secret information inside the accelerator using side-channel information generated
when the deep learning accelerator operates have been recently researched. In this paper, we implemented a DNN(Deep
Neural Network)-based MNIST digit classifier on a microprocessor and attempted a correlation power analysis attack to
confirm that the weights of deep learning accelerator could be sufficiently recovered. In addition, to counter these power
analysis attacks, we proposed a Node-CUT shuffling method that applies the principle of misalignment at the time of power
measurement. It was confirmed through experiments that the proposed countermeasure can effectively defend against
side-channel attacks, and that the additional calculation amount is reduced by more than 1/3 compared to using the
Fisher-Yates shuffling method.
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Table 1. Simulation environment for
performance evaluation of MNIST classifier
CPU AMD Ryzen 5 3500 6-Core
RAM 16GB
GPU NVIDIA GeForce RTX 2060
oS Windows 10
Language Python 3.9.15
IDE JupyterNotebook
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Library numpy 1.21.5
matplotlib 3.6.2

Hidden .
Countermeasures Layer Node Time(s)
100 0.0499
None 500 0.2493
1000 0.4973
Fihser-Yates 100 0.0643
Shuffling 500 0.3334
1000 0.6602
Node-CUT 100 0.0544
Shuffling 500 0.2736
1000 0.5430
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